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BO GIAO DUC VA DAO TAO CONG HOA XA HQOI CHU NGHIA VIET NAM

TRUONG PAI HQC PA LAT

Poc 1ap — Tw do — Hanh phuc

PE CUONG CHI TIET HQC PHAN

MAT MA HQC VA MA HOA THONG TIN
CRYPTOGRAPHY AND INFORMATION CODING
1. THONG TIN CHUNG VE HQC PHAN
1.1. Ma sé hoc phin: 20CT3123 Tén hoc phin: Mt ma hoc va mi héa thong tin
1.2. 86 tin chi: 4 (3-0-1)
1.3. Thugc chwong trinh dao tao trinh do: Dai hoc, hinh thirc dao tao: Chinh quy

1.4. Loai hoc phén (bit buéc, tw chon): tw chon

1.5. Diéu kign tién quyét: Toan cao cip, Nguyén 1y lap trinh ciu tric, Ciu trac dir liéu

va giai thuat.

1.6. Gio tin chi déi véi cdc hoat dpng:

- Nghe giang 1y thuyét 1 35 tiét
- Thao luan nhom - 10 tiét
- Thuc hanh : 30 tiét
- Tu hoc - 45 tiét
2. MUC TIEU/CPR CUA HQC PHAN
2.1. Muc tiéu ciia hoc phin
Muc tiéu Mb ta CDR cia CTDPT | TDNL mong muon
KIEN THUC VA LAP LUAN NGANH
MT1 Hiéu duoc cac kién thirc nén tang cia bao 1.3.30 3
mat nhu: mat ma, cac thuat toan bam, thuat
toan ma héa, khoa bi mét, kl}éa cong khai,
chit ky s0, chig chi s0, ha tang khoa cong
khai.
MT2 | Ndm duoc cac kiéu tan cong va co cac 1.3.30 4
phuong phép phong chong.
KY NANG
K§ niing va pham chit ci nhin, nghé nghiép
MT3 Co6 kha nang phan tich ya‘l Iya ghon giai | 2.1.1,2.1.2,2.1.3 4
phap trong viéc giai quyét mot so bai toan
ma hoa thong tin trong thuc te.
MT4 Cé6 kha nang nhén thirc va cap nhét kién | 2.4.5,2.5.4,2.5.7 3
thirc mo6i dé lwa chon giai phap phong
chong hi¢u qua nhat.




Ky ning mém

MTS5 C6 kha nang trinh bay bao cdo va thuyét | 3.1.1,3.1.2, 3.1.3 4
trinh vé dé tai xay dyng mo6 hinh ma hoa
thong tin an toan.
THAI PO
MT6 C6 thai d6 ham hoc hdi, y thic hoc tép 242,2.4.6 4
nghiém tuc
2.2. Chuin dau ra hoc phan
Muc tiéu Chuan dau A on Chi dinh I, T, U
mén hoc (MT) | ra (CPR) M a2 CDR
MT1 CbR1 Hiéu dugc cac kién thirc co ban vé vai trd cua T
mé hoa thong tin, cic co ché, chinh sach bao
mat.
CbR2 MBS ta duoc co ché xac thuce, toan ven thong tin. T
Xay dung dugc cac chirc nang nay, st dung cac
thuat toan mat ma.
MT2 CbR3 So sanh, phén tich cac kiéu tan cong va dé ra cac U
phuong phép phong chdng.
MT3 CbR4 Co kha nang danh gia va lga chon céac cong cu U
mé héa thong tin trong viéc giai quyét cac bai
toan thuc té.
MT4 CbR5 Cé6 kha nang nhén thirc va cap nhét kién thire U
mai trong viée xay dung cac mo hinh an toan
thong tin.
MTS5 CDbR6 C6 kha nang trinh bay bao céo dé tai, kha ning U
thuyét trinh va lam viéc theo nhom.
MT6 CbR7 Co6 thai d6 ham hoc hoi, y thirc hoc tap tot. U

3. TOM TAT NQI DUNG HQC PHAN

Hoc phﬁn mat ma hoc va ma hoa thong tin 1a hoc moén ty chon trong khoi kién thirc

chuyén nganh, cung cap cho sinh vién cac khai niém co ban vé ma héa thong tin, gidi thicu

cac phuong phap ma hoa, gidi ma va ing dung cua chiung trong ma hoa thong tin, céc co

ché va nghi thirc bao mat: Xac thuc, chit ky s6. Ngoai ra, mon hoc nay ciing cung cap kha

ning van dung kién thirc vé mé hoa thong tin d3 hoc dé giai quyét mot sb bai toan bao mat

trong thuc té.

Bén canh d6, mon hoc con gitp sinh vién ¢é k¥ nang nghién ctru, tong hop tai liu,

trinh bay bao céo va thuyét trinh; k¥ ning 1am viéc theo nhom.

4. YEU CAU POI VOI NGUOI DAY VA NGUOI HQC

4.1 Yéu ciu ddi véi nguoi day

e Noi dung, lich trinh giang day, cac quy dinh ctia hoc phan va ciia giang vién

phai dugc cong khai cho sinh vién vao budi hoc dau tién. Moi thac mac hay de

xut ctia sinh vién vé quy dinh ctia hoc phan phai dugc giai dap thoa dang. Sau

khi da cong bd nodi dung va thdng nhat cac quy dinh cia hoc phan, giang vién

phai ap dung nhit quan, khong dugc thay d6i trong sudt qua trinh giang day

hoc phan.




Trong truong hop bat kha khang phai thay dbi lich trinh giang day, giang vién
phai thong bao trudc cho sinh vién mot khoang thoi gian hop 1y va sap xép lich
day bu day du.

Céc thay ddi vé hoc vu, ndi dung, cac yéu cAu ctia hoc phﬁn (dac biét 1a cac ndi
dung c6 lién quan dén quyén loi cua sinh vién) déu phai bao céo va dugc Ban

chu nhiém Khoa thong qua trude khi bat dau giang day.

4.2 Yéu ciu d6i véi nguoi hoc
4.2.1 Quy dinh vé tham dv 16p hoc

Céc thiac méic va dé xuét cua sinh vién vé cac yéu cau ciia mon hoc phai dugc
dua ra vao budi hoc dau tién. Sau khi cac yéu cau ciia mon hoc va clia giang
vién da dugc cong khai va da duoc thong nhét, sinh vién phai tuyét dbi tuan tha
céc quy dinh ctia mon hoc va ciia giang vién dé ra trong sudt qua trinh hoc tap.
Sinh vién c6 trach nhiém tham dy day du cac budi hoc. Néu sinh vién vi 1y do
bat kha khang hodc hoan canh dic biét (vi du bi bénh,...) ma khong thé tuan
thi cac yéu cau ctia mon hoc va cua giang vién dé ra thi phai co don xin phép
va minh ching dé giang vién xem xét cac hinh thirc hd tro.

Sinh vién phai chuan bi k¥ bai trudc khi dén 16p theo yéu cau cia giang vién.
Céc sinh vién hoc lai bi tring gio ¢ thé lién hé véi giang vién dé c6 nhing sip

xép phu hop.

4.2.2 Quy dinh vé hanh vi 16p hoc

Hoc phan duoc thuc hién trén nguyén tic ton trong ngudi hoc va ngudi day.
Moi hanh vi 1am anh huéng dén qua trinh day va hoc déu bi nghiém cam.
Sinh vién phai tuan thi quy dinh cua Truong vé trang phuc.

Sinh vién phai di hoc dung gio quy dinh. Sinh vién di tré 15 phit sau khi bai
giang da bat dau s& khong dugc vao 16p.

Tuyét dbi khong lam 6n, gay anh huong dén ngudi khac trong qué trinh hoc.
Tuyét ddi khong dugc an uéng, nhai keo cao su, sir dung cac thiét bi nhu dién
thoai, may nghe nhac trong gio hoc.

May tinh xach tay, may tinh bang chi dugc thyc hién vao muc dich ghi chép
bai giang, tinh toan phuc vu bai giang, bai tap, tuyét ddi khong ding vao viéc
khéc.

4.2.3 Quy dinh vé hoc vu

Céac van d¢é lién quan dén xin bao luu diém, khiéu nai diém, cham phuc tra, ky
luat dugc thyc hién theo quy dinh ctia Truong. Sinh vién cé thé tham van
chuyén vién Khoa Cong nghé thong tin trong truong hop khong chic chan vé

thu tuc va mau biéu.



e Giai dap thic mic: sinh vién dugc khuyén khich gip va thao luan tryc tiép voi
giang vién phu trach mon hoc khi gap khé khin trong viée tham du hay tiép thu
ndi dung bai giang.

e Phan hdi cua sinh vién vé mén hoc: nhitng phan hoi gitip cai tién mon hoc luén
duoc khuyén khich. Trong qua trinh hoc, sinh vién ¢6 cac ¥ kién dong gop co
thé trinh bay tryc tiép vi giang vién hodc gian tiép thong qua dai dién cta 16p.

e Sinh vién phai 12 ngudi truc tiép thuc hién phan 16n cac cong viée duge yéu
cau. Nhitng hanh vi nhu nho nguoi khac 1am ho, sao chép bai (hodc mot phan
bai) ctia nguoi khac, hodc khong 1am bai ma van dimg tén trong tiéu luan nhom,
néu bi phét hién thi dugc x4c dinh 1a khong hoan thanh hoc phan va phai dang

ky hoc lai trong nam hoc ké tiép.



5.NQI DUNG CHI TIET HQC PHAN

Hinh thic t6 chire day hoc hoc

phﬁn
Bubi " Noi dung chinh gpucuicu Hoat dong day va hoc Lén l,(m SV t P’ Tong
Tén chwong CDR . Thao nghién
Ly N Thuc ,
thuyét | 30 | papp | CUW O
nhom hoc
1.1 Céc khai ni¢m vé
mi hoa thong tin Giang vién gidi thiéu vé muc tiéu,
1.2 Céc nguy co va CbR1, ndi dung, chudn dau ra, phuong
cac kiéu tin cong CbR2, phap danh gia, huéng dan cach hoc
1.3 Cac mo hinh, CDR3, va tai liéu tham khao.
Budi 1 Chuong 1 dich vu, co ché va CDbR4, Giang vién th}lyét giang vé cac noi 4 0 0 3 4
Gidi thiéu cong cu bdo mat CDRS5, dung tir 1.1 dén 1.5
1.4 Hé thong ma CDRG6, Sinh vién ty t6 chic nhom, bau
hoéa, khai ni¢m tham | CDR7 nhom trudong va dang ky voi giang
ma vién dé thyc hi¢n d6 4n 16n.
1.5 Khai niém thuat
toan an toan
2.1 Lich str cac thuat Giang vién thuyét giang vé cic noi
toan mat mé cb dién | CPRI, dung tir 2.1 — 2.5
2.2 Cacky thuatma | CbR2, Sinh vién tap trung nghe giang.
Chuong 2 hoa | CBR3, (jxiéng‘ vién tuong tac hdi dap véi
Bubi2 |Matmacé | 2> Matmathaythe | CDR4, i i ey 3 1 4 3 8
di én don tur ] CDRS, Sinh vién lam phan qau cua bai thuc
2.4 Mat ma thay th¢ | CDR6, hanh s6 1 va ndp bai cho giang vién
da tu CbR7
2.5 K¥ thuat ma hoa
hoan vi, két hop
Bud; 3 | Chuong 3 3.1 M4 hoa theo CDRI, Giang vién thuyét giang ni dung tir 3 { 4 4 o
Mat ma dong | dong CDbR2, 3.1 dén 3.4.




3.2 Céc phuong CDR3, Giang vién dit mot van dé va yéu
phap tag dong khéa | CDR4, cau cac nhom sinh vién giai quyét.
33 Tao dong khoa CDbRS5, Sinh Vién lam phan sau cua bai thyc
tuyén tinh CDbRe, hanh s6 1 va ndp bai cho giang vién
3.4 Tao dong khoa CbR7
khong tuyén tinh
4.1 Ma hoa theo kho1 CDRI Giang vién thuyét giang v& noi
4.2 Mang thay thé va ’ dung trong phan 4.1 — 4.6
A CbR2, : . e ,
hoan vi Shanon Sinh vién thao luan theo nhom.
£ T A CDbR3, . N . e
4.3 Cau truc thuat Sinh vién lam phan dau cta bai thuc
z. Chuong 4 . : CDbR4, I J LA s b
Bubi 4 A, <114 | toan Feistel hanh s6 2 va ndp bai cho giang vién
Mat ma khoi o , . | CDBRS,
4.4 Hi¢u ung thac va
= . CDRe,
hi€u ing toan ven CDR7
4.5 Lich str ctia DES
4.6 Tao cac khoa con
4.7 Ham m¢ rong E, Giang vién trinh bay cac n6i dung
cac S-box thudc phan 4.7 dén 5.11
4.8 Giai ma va chay | CbRI1, Sinh vién thao ludn theo nth.
thir DES | | CBbR2, Giang vién nhén xét va huéng dan.
Chuone 4 4.9 Cac yéu cau thiet | CDR3, Sinh vién lam phan sau cua bai thuc
. Wong * | ké DES CDRA4, hanh s6 2 va nop bai cho giang vién
Budi 5 | Mat ma khoi , :
(Tiép theo) 4.10 Céac phuong thtr | CDRS,
c st dun g DES: CbRe,
ECB, CBC CbR7
4.11 Str dung DES
dé tao luong khoa:
CFB, OFB
Chuong 5 5.1 SO nguyén to CBbRl, Giang vién trinh bay cac n6i dung
Co s¢ ly| 5.2 Phéptinh CbR2, thugc phan 5.1 - 5.6
i thuy¢ét so modulo CDR3, Sinh vién tién hanh thi gitia ky.
Budi 6 5.3 Thuat toan Binh | CDR4,
phuong va nhan CDBRS,
54 USCLN vaTT CDR6,
Euclid CbR7




5.5 TT Euclid mé
rong

5.6 Dinh ly Euler va
Fermat

, \ CbRI, Giang vién trinh bay cac ndi dung
f nz (\}jgom’ vanh, CDRI, thudc phan 5.7 — 5.10
Chuong 5 5.8 Cac da thirc CbR2, SI‘I}h Vl?fl thalo 11:12_11’1 ‘ the(,) nh(;m.
7 , A CDR3, Giang vién nhan xét va hudng dan.
2. Co s¢ ly | trong truong Galoa
Buo1 7 £ Z , . ) CDR4,
thuyét s0 | 5.9 Cac phép toan
% A ’ CDRS,
(Tiép theo) trén da thirc
; £ , CDReo,
5.10 Ly thuyét phtrc
o SR CbR7
tap va mé hoa
6.1 Gioi thiéu chuan Giang vién trinh bay cac n6i dung
ma hoa cao cap thudc phan 6.1 — 6.6
6.2 Rijndael — AES Sinh vién thao luan theo nhom.
6.3 Cac tham s6 cia | CDRI1, Giang vién nhén xét va huéng dan.
AES CbR2, Sinh Vi’én lam phan dau cua bai thuc
Chuong 6 | 6.4 Cac vong md hoa | CDR3, hanh s6 3 va ndp bai cho gidng vién.
Budi & Chuan mat | o SubBytes CDbR4,
ma cao cap | o ShiftRows CDbR5,
AES o MixColumns CDbR6,
o AddRoundkey | CBR7
6.5 Tao khoéa mo
rong (Key
Expansion)
6.6 Chay thir AES
7.1 Khai niém mat CbR1, Giang Vién trinh bay cac ndi dung
ma khoa cong khai CbR2, thugc phan 7.1 — 7.3
i Chuong 7 7.2 Thuat toan mat CDbR3, Sinh vién thao ludn theo nth.
Bu6i 9 | Mat ma khoéa | ma khoéa cong khai CDR4, Giang vién nhan xét va huéng dan.
cong khai RSA CDBRS, Sinh vién lam phan sau cua bai thyc
7.3 Thuat toan mat CDRG6, hanh s6 3 va ndp bai cho gidng vién.
ma El-Gamal CbR7




8.1 Khai niém xac
thuc

Giang vién trinh bay cac noi dung
thudc phan 8.1 —8.5

8.2 Xac thuc st gggé’ Sinh vién thao ludn theo nth.
dung mat ma i Giang vién nhan xét va hudng dan.
L CDbR3,
Budi Chuong 8 8.3 Cac ham bam: CDRA
Lo |Xéc thyc va | MDs, SHAI-3 e 3 1 0 4
chir ky so 8.4 Chir ky so RSA ’
\ CDRe,
va El Gamal CDR7
8.5 DSA (Digital
Signature
Algorithm)
9.1 Quan ly va phan Giang vién trinh bay cac ndi dung
phoi khéa CDR1 thudc phan 9.1 — 8.5
9.2 Phan phdi khoa CDR2’ Sinh vién thao ludn theo nhom.
cong khai ‘ Giang vién nhan xét va hudng dan.
) 1 CDR3,
2. | Chuong 9 9.3 Phan phdi khoa
Budi N £ | Wl CDRA4,
Phan  phoi | bi mat 3 1 0 8
11 . ) CDRS,
khoa 9.4 Quy trinh tag
. el CDR6,
khoéa phién Diffie —
CbR7
Hellman
9.5 CA (Certification
Authority)
CbR1, Cac I}hém sinh vién p@p bao cao va
Trinh bay vi demo CbR2, thu}let Frlnh theo dé tai dang ky
2. C i ax , < CDR3, trudc do.
Buoi Bao cdo do | cac chuong trinh
A o CDR4, 3 1 6 6
12 an mo6n hoc | Java co ban cua
nhoém CDRS,
CDbR6,
CbR7
Tong cong 35 10 30 75
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Bai thuc hanh

Budi Bai Noi dung chinh Muc tiéu CPR Hinh thire to chire 16p hoc
Bai 1: Cai dat thuat toan Némvime gt R Thue hanh tai phe .
. . am virng thuat todn Caesar. uc hanh tai phong ma
Bubi 2&3 | Caesar m¢ rong va tan cong - P | ] CBRI, CBR2, CDR3, ) # PRORE MY
Thuc hién cai dat thuat toan Caesar. CbR4, CDR5, CDBR7
Caesar
Budi 485 Bai 2 : Cai dit S-box ctia thuét Van dung cac kién da hoc trong chuong | CPR1, CPR2, CPR3, | Thuc hanh tai phong méay
uoi T R 4 rr
to4n DES 4D Eesn hanh cai dat S-box cua thuat toan CDR4, CDR5, CDR7
Budi 849 Bai 3: Cai dat chuong trinh Van dung céc kién thuc trong chuong 6 | CBR1, CDR2, CDR4, | Thuc hanh tai phong méay
udi B N [,
tinh khod mé& rong trong AES d? car darTiugne (R IITING20o CDRS, CDR7
rong trong AES .
. . Céc nhom sinh vién ndp bdo cdo va CPR1. CPR2. CPR4
Buoi 12 Béo cao do an moén hoc &t tri & tai dd an d3 ; 1 1 " | B4o céo tai phong ma
C thuyet t’rlnh theo dé tai d6 an dang ky CDR5, CDR6, CDR7 a1 phong may
trude do.
6. TAI LIEU HQC TAP

[1] Pang Truong Son (2012), Gido trinh Bao mat thong tin, NXB Pai hoc qudc gia TP.HCM.

[2] William Stallings (2010), Cryptography and Network Security: Principles and Practice, fifth ed. Prentice Hall.
www.Williamstallings.com

[3] B. Schneier (1996), Applied Cryptography, Protocols, Algorithms and Source Code in C. John Wiley and Sons

7. PHUONG PHAP, HINH THUC KIEM TRA - PANH GIA KET QUA HQC TAP HQC PHAN
7.1. Thang diém dinh gid

Thang diém 10.
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7.2. Kiém tra — danh gid qud trinh

C6 trong sb 13 50%, bao gdm cac diém danh gia bd phan nhu sau:
Diém bai tap thuc hanh tai 16p: 10%.

Diém danh gia nhan thure va thai d6 tham gia thao luan, bai tap: 10%.

Diém giira ky: 10 %

DPiém dd 4n nhom: 20%

7.3. Diém thi két thitc hoc phan
Diém thi két thuc hoc phan co trong s6 12 50 %.

Hinh thire thi : Ty luan

7.4. Bing chi tiét danh gid hoc phan

Thanh phian | Hinh thirc danh gia Thoi diém CPR hoc phin | Ty 1& (%)

Bai tdp thao luén tai 16p Tirng budi hoc CDbR5, CBR6, CDR7 10%

Bai tap thuc hanh (Lab 1 — \ 2. CDbR1, CbR2, CBR3, o
3) Tung budi hoc CDRS, CDR7 10%

Panh gia qua | ., e 3. CDBR1, CDR2, CDR3, =
trinh Kiém tra gitra ky Budi 6 CDR4, CDRS5 10%

busiR i AR AC PR 2, L DR,
Db 4n nhém u UYCLCUOl | cpRr4, CDRS, CDR6, | 20%
TR CDR7

Pinh gia cuoi ] ! Theo lich thi cia | CBR1, CPR2, CDR3, E

ky Thitw luan phong QLDT CPR4, CPR5S Sl

8. XAY DUNG MATRIX, MAPPING DE THEO DOI TiNH NHAT QUAN VOI
CHUAN DAU RA

8.1 Ma tran nhat quan chuan dau ra cua hoc phan v6i chuan dau ra chuong trinh dao

tao

CDR CTDT

CPR hoc phin

CbR 1

CbR2

CDbR3 | CbR4

CDR5 | CDR6

CbR7

1.3.30

2.1.1

<

2.1.2

<

2.1.3

<

245

254

2.5.7

3.1.1

3.1.2

12




3.13

2.4.2

24.6

L (Low) - thap; M (Medium) - trung binh; H (High) - cao

8.2 Ma tran nhat quan cac bai hoc ctia hoc phan véi chuan dau ra hoc phan

CPR hoc phin

Chuong

CbR 1

CDbR2

CDR3

CDbR4

CDRS5

CDR6

CDR7

Chuong

Chuong

Chuong

Chuong

Chuong

Chuong

Chuong

Chuong

Lo I T B I T O R I T R T I T |

O| 0| I | | | W N =

Chuong

P

PO | | | [ b | b [ | e |

ol B o B B o B e e B I

=g g D R | o = = =

o g D R | | = = =

vl e el el el el e

O RO MO | | o = | =

1: gioi thiéu ; P-thanh thao,; A-ndng cao.

8.3 Ma tran nhat quan phuong phap danh gia voi chuan dau ra hoc phan

CPR hoc phin

PP dénh gia (*)

CbR 1

CDbR2

CDR3

CDbR4

CDRS5

CDR6

CDR7

I. Panh gia qua trinh

Bai kiém tra gitta ky

X

PO an nhom

X

Théo luan tai 16p

Thuc hanh

X

IR IR IR

IL. Panh gia dinh ky/cudi ky

Thi Ty Luan

X

=
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8.4 Ma tran nhat quan phuong phép giang day véi chuan dau ra hoc phan

CPR hoc phin
CDbR1 | CBR2 | CPR3 | CPR4 | CDR5 | CPR6 | CBR7
PP gidang day (**)
I. Giang day truec tiép
Giai thich cu thé X X X X X X X
Thuyét giang X % X X X X X
1. Giang day gian tiép
Dit van dé va giai quyét
pabbuiadl vl X X X X X X
van dé
I11. Hoc trai nghiém
Thyc hanh X X e X X X X
Thuc hién d6 4n nhom X X X X X X X
Thao luan nhom X X X X X X X
IV. Tw hoc
On tip va chuin bi bai | X
,_ X X X X X X
mo1
8.5 Xay dyng ma tran tai liéu tham khao (TLTK) véi chuén dau ra hoc phan
CBR hoc phin
CBR | CBR | CBR | CPR | CDR | CPR | CBR |
1 2 3 4 5 6 7 g
TLTK
[1] Toan bd
X X X D X
TLTK
[2] Toan bd
X X X I
TLTK
[3] Toan bd
X X X X
TLTK
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9. THONG TIN VE GIANG VIEN XAY DUNG PE CUONG CHI TIET HQC
PHAN

Poan Minh Khué, Thac si

Email: khuedm@dlu.edu.vn

S6 dién thoai:

TL. HIEU TRUONG TRUONG BQ MON GIANG VIEN SOAN
TRUONG KHOA

DPoan Minh Khué
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