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BO GIAO DUC VA DAO TAO CONG HOA XA HQI CHU NGHIA VIET NAM
TRUONG PAI HOC PA LAT

1. THONG TIN CHUNG VE HQC PHAN
1.1. Ma sé hoc phan: 20CT4121 . Tén hoc phan: Bio mdit mang

Poc 1ap — Tw do — Hanh phuc

PE CUONG CHI TIET HQC PHAN

BAO MAT MANG
NETWORK SECURITY

1.2. 86 tin chi: 3 (2-0-1)
1.3. Thuoc chwong trinh dao tao trinh djg: Dai hoc, hinh thirc dao tao: Chinh quy.
1.4. Loai hoc phan (bit buéc, tw chon): Bit bujc

1.5. Diéu ki¢n tién quyét: Mang mdy tinh, Qudn tri mang Windows, H¢ diéu hanh ma

nguon md, An toan va bdao mdt hé thong.

1.6. Gio tin chi déi véi cdc hoat dpng:

- Nghe giang 1y thuyét : 30 tiét

- Thyc hanh - 30 tiét

- Tu hoc: : 30 gio
2. MUC TIEU/CPR CUA HQC PHAN

2.1. Muc tiéu ciia hoc phin
4 TDNL mong
Muc tiéu Mo ta o CRDL mudn

KIEN THUC VA LAP LUAN NGANH
MT1 Hiéu rd cic k¥ thuat, [ 1.3.7

gidi phap va cong
nghé an ninh mang
ph6é bién hién nay
nhu: ching thyc, ma
hoa, tuong ltra, mang
riéng do. Su dung
duoc mot sb cong cu
quét va kiém tra hé
thong. Hiéu duoc
nguyén tic hoat dong
cua céac giao thuc bao
mat. Van dung duogc
céc giai phap gia cd hé




thong.

MT2

Hiéu va van dung | 1.3.7
dugc cac giai phdp an
toan cho dudng truyén
mang va cac dich vu
mang trén Internet.

KY NANG

K¥ ning va pham chit c4 nhan, nghé nghiép

MT3

Nim vimg cac kién | 2.1.2,2.1.3,2.1.5
thic vé& tin cong va
phong thu mang. Xay
dung hé thdng mang
an toan. Hiéu dugc
nguy co, cac ddi
tugng tin cong, cic
dan tin cong, mot sb
ky thuat xam nhap hé
thong may tinh va hé
thong mang mdy tinh.

MT4

C6 kha nang nhan |2.2.1,222,223,224,2.25,
thic, thtt nghiém, | 2.5.1,25.2,25.3,254,4.1.2
kham pha va cap nhat
kién thirc méi trong
linh vuc bao mat
mang.

K¥ ning mém

MT5

C6 kha nang trinh bay | 2.5.7,3.1.1,3.1.2,3.1.3,3.14
bao cio va thuyét | 3.2.1,3.2.2,3.2.3,3.2.4,3.2.5
trinh vé dé tai xay
dung hé théng phong
thi mang.

THAI PQ

MT6

Co6 thai @6 ham hoc | 2.4.2,2.4.3,2.4.5
hoi, y thuc hoc tép
nghiém tuc.

2.2. Chuin diu ra hoc phin

Muc tiéu
mon hoc
(MT)

Chuan dau ra

(CDR) Mo ta CBDR

Chi dinh I, T, U

MT1

CbR1 Hiéu duoc nhing kién thirc co ban vé an
toan thong tin. Nhitng khai niém co ban vé

T
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tan cong mang, hacker. Phan loai cac cudc
tan cong mang, cac kiéu hacker tir d6 c6 cai
nhin tong quan vé mén hoc.

CbR2

Nim vimg va tim hiéu cac budc tién tan
cbng quan trong nhu Footprining va
Reconnaissance. Luyén tap va thu thap két
qua tu viéc st dung cac cong cu cho qua
trinh thu thdp thong tin. Trong vai tro am
hiéu vé an ninh mang thi viéc thanh thao
qua trinh thu thdp thong tin la budc tién
khai dé hiéu vé an ninh mang.

MT2

CDR3

Nam viing céc kién thirc vé trich xuat thong
tin(Enumration) c6 dugc tur qué trinh thu
thap thong tin. Van dung cac kién thic co
dugc van dung vao tim hiéu qua trinh
hacker xAm nhap hé thdng véi cac phuong
thirc nhu: bé khoa, leo thang dic quyén,
thyc thi chuong trinh, che giau tap tin, x6a
gidu vét. Qua d6 dua ra cac giai phap vé
bao vé mat khau ngudi dung nhu d6i mat
khiu theo thoi gian, tang do manh mat
khau, va céc giai phap nham ting cuong an
ninh mang.

CDbR4

Tim hiéu trojan va backdoor véi nhiing dic
diém cua ching. Nhitng dic trung co ban
ma hacker st dung cic cong cu nay vao
viéc tn cong hé théng. Bén canh do6 la dac
diém cua virus va worm, nhiing dic diém
dac trung anh hudng dén su van hanh cua
hé thong.

MT3

CDR5

C6 kha nang phan tich, tim hiéu va nam
vitng cac k¥ thuat nghe 1én hé thong nhu
ARP Poisoning, Wireshark, MAC Flooding,
DNS Spoofing tir d6 dua ra cac giai phap
phong chéng.

Nam viing cac kién thirc tong quan vé tan
cong mang DOS, DDOS, Social
Engineering, Web Server, SQL Injection,
Wireless hacking.

Cuing c6 cac kién thirc vé mat ma hoc.

MT4

CDR6

Tim hiéu va nim vimng cac giai phap bao vé
mang voi vige st dung Firewall, IDS/IPS,
Honeypot va céc gidi phap thong minh tir
thé hé tudng lira thé hé méi.

MT5

CDbR7

C6 kha ning trinh bay, bao cdo, thuyét trinh
cac bai tap v€ mang va lam vi¢c nhom.

TU

MT6

CDR8

C¢ thai d ham hoc hoi, y thirc hoc tap tdt.




3. TOM TAT NOI DUNG HQC PHAN

Bao mét mang 1a hoc phan bat budc thudc khdi kién thirc chuy@n nganh, cung cip cac kién
thirc nén tang cua bao mat mang; phuong thic tan céng va bao vé cho hé thong mang nhu:
tan cong xen gitra, khai thac 15i hé théng, tim va quét 156 hong hé diéu hanh va dua ra cac
giai phap bao vé duong truyén, dich vu mang, web; diéu tra s6. Ngoai ra, hoc phan con cung
cap cho sinh vién cac ki nang vé tim kiém, tong hop tai liéu ciing nhu cac k¥ ning vé giao

tiép va lam viéc nhém.
4. YEU CAU POI VOI NGUOI DAY VA NGUOI HQC

4.1 Yéu cau d6i voi nguoi day

e Noi dung, lich trinh gidng day, cdc quy dinh ctia hoc phan va cua giang vién phai
dugc cong khai cho sinh vién vao budi hoc dau tién. Moi thic mic hay dé xuét
ctia sinh vién vé quy dinh ctia hoc phan phai dugc giai dép thoa dang. Sau khi da
cong bd nodi dung va thdng nhét cac quy dinh cta hoc phan, giang vién phai ap
dung nhat quan, khong dugc thay doi trong sudt qua trinh giang day hoc phan.

e Trong trudng hop bat kha khang phai thay doi lich trinh giang day, giang vién
phai thong bao trudc cho sinh vién mot khoang thoi gian hop 1y va sap xép lich
day bu day du.

o (Céc thay ddi vé hoc vy, ndi dung, cac yéu cau cta hoc phén (dac biét la cac noi
dung c6 lién quan dén quyén loi cta sinh vién) déu phai bao céo va dugc Ban
cht nhiém Khoa thong qua trude khi bat dau giang day.

4.2 Yéu cau dbi véi nguoi hoc
4.2.1 Quy dinh vé tham du 16p hoc

e Nobi dung, lich trinh giang day, cac quy dinh ctia hoc phan va ctia giang vién phai
dugc cong khai cho sinh vién vao budi hoc dau tién. Moi thic mac hay dé xuat
ctia sinh vién vé quy dinh cua hoc phan phai duoc giai dap thoa dang. Sau khi da
cong bd nodi dung va thdng nhét cac quy dinh cta hoc phan, giang vién phai ap

dung nhat quéan, khong duoc thay doi trong sudt qua trinh giang day hoc phan.



Trong truong hop bat kha khang phai thay déi lich trinh giang day, giang vién
phai thong bao trudce cho sinh vién mot khoang thoi gian hop 1y va sap xép lich
day bu day du.

Céc thay ddi vé hoc vy, ndi dung, cac yéu cau cua hoc phﬁn (dac biét la cac ndi
dung c6 lién quan dén quyén loi cta sinh vién) déu phai bao cdo va dugc Ban

chu nhiém Khoa théng qua trude khi bat dau giang day.

4.2.2 Quy dinh vé hanh vi 16p hoc

Hoc phﬁn duoc thuc hién trén nguyén tic ton trong nguoi hoc va nguoi day. Moi
hanh vi 1am anh hudng dén qua trinh day va hoc déu bi nghiém cam.

Sinh vién phai tuan thii quy dinh ctia Trudng vé trang phuc.

Sinh vién phai di hoc dung gid quy dinh. Sinh vién di tré 15 phut sau khi bai
giang da bat dau sé khong duoc vao 16p.

Tuyét d6i khong 1am on, gdy anh hudng dén nguoi khac trong qua trinh hoc.
Tuyét doi khong dugc an uéng, nhai keo cao su, sir dung cac thiét bi nhu dién
thoai, may nghe nhac trong gio hoc.

May tinh xéch tay, may tinh bang chi dugc thuc hién vao muc dich ghi chép bai

giang, tinh toan phuc vu bai giang, bai tap, tuyét d6i khong dung vao viéc khac.

4.2.3 Quy dinh vé hoc vu

Céc van dé lién quan dén xin bao luu diém, khiéu nai diém, chAm phuc tra, ky
luat dugc thyc hién theo quy dinh cia Truong. Sinh vién cé thé tham van chuyén
vién Khoa Cong nghé thong tin trong trudong hop khong chic chian vé thu tuc va
mau biéu.

Giai dap thac mac: sinh vién duoc khuyén khich gip va thao ludn truc tiép véi
giang vién phuy trach moén hoc khi gip khé khin trong viéc tham duy hay tiép thu
ndi dung bai giang.

Phan hoi cua sinh vién vé mon hoc: nhitng phan hoi gitp céi tién mon hoc ludn
duoc khuyén khich. Trong qua trinh hoc, sinh vién ¢o cac ¥ kién dong gop c6 thé
trinh bay tryc tiép véi giang vién hodc gian tiép thong qua dai dién cia 16p.

Sinh vién phai 1a ngudi tryc tiép thyuc hién phan 16n cac cong viée duge yéu cau.
Nhirng hanh vi nhu nhd nguoi khac 1am ho, sao chép bai (hodc mot phan bai)
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ctia ngudi khac, hodc khong 1am bai ma van dung tén trong tiéu luan nhom, néu
bi phat hién thi dugc xac dinh 1a khong hoan thanh hoc phan va phai ding ky hoc

lai trong nam hoc ké tiép.



5. NQI DUNG CHI TIET HQC PHAN

Hinh thirc t6 chirc day hoc hoc

phﬁn
Buoi " Noi dung chinh Mucon Hoat dong day va hoc Lén l:)p SV _t}r Tong
Tén chuwong CbR - Thao nghién
Ly N Thuc .
thuyét lug}n hanh | €' tw
nhém hoc
- Gido vién gidi thi€u vé muc tiéu,
ndi dung, chuan dau ra, phuong
phép danh gia, tai liéu tham khao
mon hoc
- Gi&o vién gidi thiéu tong quan vé
bao mat mang may tinh. Cac mo
1.1 Tong quan bao hinh tan cong va phong thu mang.
mat mang Khai niém vé hacker va cac kiéu
Budi Chuong 1 1.2 Khai niém vé an | CDRI, hacker. 7 ‘
Tong quan ninh mang CDRS8 - Sinh vién ty t6 chitc nhom, bau | 3 1 4 4 8
1,2 T . . . . B 3 2 -}
1.3 Khéi ni¢m vé nhom trudéng va dang ky véi gido
hacker vién
1.4 Phan loai hacker. - Giao vién thuyet gidng va demo
cac video tong quan vé hacker.
- Sinh vién lam bai tap va thao luén
theo nhom. Giao vién nhin xét,
hudéng dan 4
- Sinh vién lam bai tap thyc hanh so
1
2.1 Footprinting - Gi4o vién thuyét giang va demo
Chuong 2 N . . . il 2%
Céic k¥ thuat 2.2 Quy trinh thu - Sinh vién thaq Iluaq va lam bai tap
2. .0+ | thap thong tin. CDbRI1, theo nhom. Gido vién nhéan xét va
Bu6i | khai thac va . Y
34 thu thap 2.3 Reconnaissance | CDR2 hudéng dan. . 3 1 4 4 8
’ A . 1~ | 2.4 Céacky thuat quét | CDR3 - Sinh vién lam bai tap thuc hanh so
thong tin hé .
théng mang(scanm_ng) 2
) 2.5 Enumration




Gi4o vién thuyét giang va demo
Sinh vién thao luan va lam bai tap

Buoi Chuong 3 3.1 Trojan va CBRI, theo nhom. Gido vién nhan xét va
5% Khai thic h¢ | backdoor CDR4 hu N - M 8
thong 3.2 Virus va Worm ¢(ERRE Sinh vigiRIR bai 13p thuc hanh 56
3
4.1 Cac ky thuat Gido vién thuyét giang va demo
nghe 1én hé thong. Sinh vién thdo luan va lam bai tap
4.2 Tan cOng mang theo nhom. Gi&o vién nhan xét va
v6i DOS vaDDOS | 0, huéng dan. ,
9 Chuong 4 éér? Il(n}r/] é}élrliant Social CDR2. jlnh vién lam bai tap thuc hanh so0
Budi | Cacky thuat | 0 | CBRS g
78  |thnconghe | o AnCOns CDRS
théng Server va 1(_) hong
' SQL Injection.
4.5 Tan cOong mang
khong day.
4.6 Céc giai phap
bao mat.
6.1 Khai niém ve Giéo vién thuyet giang va demo
Firewall, IDS, Sinh vién thao luan va lam bai tap
CbRl, , 5w P A
IPS theo nhém. Giao vién nhéan xét va
: . CbR2, k x
q Chuong 5 6.2 Cac loai CDR3 hudéng dan. ’
Bubi | Céc giai Firewall, IDS, : Sinh vién lam bai tap thyc hanh so
LA CDR4, 16
9,10 phéap bao mat IPS. 5,6
man 6.3 M0 hinh bio mat | SR>
ANg- ' omat Cpr7
mang.
6.4 Céc giai phap
bao mat mang.
Chuong  6: | Tong két mén hoc CDbR2, Gido vién trinh bay tong két moén
Budi Tong két vé | Trinh bay va demo CDbR3, hoc. \
1112 bao mat | cac bdo cdo bao mat CDbR4, Sinh V‘ién ndp bao cao va thuyet 12
’ mang mang theo cac chu CDRS, trinh de tai theo nhom
de. CDR6, Gido vién nhéan xét va gbp ¥
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CDbR7

CDRS 7, 8.

- Sinh vién 1am bai tip thuc hanh sb

Tong cong

24

30

60

Bai thuc hanh

Buoi

Bai

Noi dung chinh

Muc tiéu CPR

Hinh thic t6 chic 16p
hoc

Budi 2

Bai thuc hanh 1: Cac k¥

thuat khai thac va thu

thap thong tin hé thong.

Gio6i thiéu cac ky thuat
khai thac hé théng

Str dung cac cong cu
Wireshark, ScanTools

CbR1, CbR2, CDRS

Thuc hanh tai phong
may

Budi 4

Bai thyc hanh 2: Khali
thac hé thong

Tim hiéu va thyc thi
Troijan va backdoor trong
moi trrdng may ao.

Tim hiéu va thuc thi Virus
va Worm trong méi truong
may 4o

Phan tich hanh vi va viét
lai két qua bao cao gido
Vién.

CbR1, CBR3, CDRS8

Thyc hanh tai phong
may

Budi 6

Bai thuc hanh 3: Cac k¥

thuat tin cong hé thong.

Thyc hanh cac ky thuat
nghe Ién (ARP, DNS,
MAC) trong moi truong
may 4o.

Phan tich cac k¥ thuét tan
céng DOS va DDOS.
Thuc hanh va phéan tich ky
thudt Social Engineering

CbR1, CbR4, CDRS

Thuc hanh tai phong
may
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vdi cong cu tu git.

Budi 8

Bai thuce hanh 4: Céc ky

thuat tan cong hé thong.

Thuc hanh tin céng Web
Server va dua ra phan tich.
Thyc hanh SQL Injection
v6i cac truy van co ban.
Tim hiéu va phan tich céac
ky thudt tan cong mang
khéng day.

CDR1, CDR2, CDR4,
CDbR7

Thuc hanh tai phong
may

Budi 10,12,14

Bai thuc hanh 5: Xay
dung mot s6 giai phap
co ban phong thu hé
thong.

Trién khai Firewall ASA
mic co ban dé bao vé
mang.

Tim hiéu va trién khai
Snort & Bro mac co ban
khi nhan dién tin cong
mang.

Tim hiéu cac giai phap bao
mat cho dién toan dam
may.

CDbR1, CbR2, CDR3,
CDR4, CDRS5, CDRS

Thuc hanh tai phong
may
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6. TAI LIEU HQC TAP
[1] Matt Walker 2019, Certified Ethical Hacker, Fourth Edition.

[2] IP Specialist 2018, EC-Council Certified Ethical Hacker Complete Training Guide

with Practice Questions & Labs.

7. PHUONG PHAP, HINH THUC KIEM TRA - PANH GIA KET QUA HQC TAP

HOQC PHAN
7.1. Thang diém ddnh gia
- Giang vién danh gia theo thang diém 10.
7.2. Kiém tra — ddnh gid qud trinh
C6 trong s6 13 50%, bao gdm cac diém danh gia bo phan nhu sau:
Piém bai tap thuc hanh tai 16p: 10%.
- Piém danh gia nhan thirc va thai do tham gia thao luan, bai tap: 10%

- Piém gitta ky: 15 %
- Piém bai tap nhém: 15%
7.3. Diém thi két thiic hoc phén
- Piém thi két thuc hoc phan co trong s6 1a 50 %.
- Hinh thirc thi : tu luan
7.4. Bing chi tiét danh gid hoc phin

Thanh phin | "M REEEM | Thitaiém | cORngephin | Ty 12 (06)
:f,::)' tap thao luan tal | 10 hudihoc | CORI, CDR2, CBRS |  10%
Bai tap thuc hanh v f DR, LR,
(Lab P 10) Tung budi hoc | CPR4, CDRS,CBR6 |  10%
Panh gia qua CbRS8
trinh .2 P X CbR1, CbR2, g
Kiém tra gitra ky Buoi 4 CDR3.CDR4 15%
7 CDRI, CPR2, CPR3,
Bai tip nhom Budi7,8 | CDR4,CDRS,CBR6, |  15%
CDR7, CDRS
Panh gid cudi | .., . Theo lich thi cia | CBR1, CDR2, CDR3, o
ky | ity lugn phong QLBT | CPR4,CPRS,CPR6 | 0%

8. XAY DUNG MATRIX, MAPPING PE THEO DOI TiNH NHAT QUAN VOI

CHUAN PAU RA
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tao

8.1 Ma tran nhat quan chuan dau ra cua hoc phan voi chuan dau ra chuong trinh dao

CbR
CTDPT

CDR hoc phin

CbR 1

CDR2

CDR3

CDR4

CDR5

CDR6

CDR7

CDRS

1.3.7

212

2.1.3

<

2.15

221

2.2.2

2.2.3

224

2.2.5

I T I T T

2.5.7

3.11

3.1.2

3.13

3.14

321

3.2.2

3.2.3

3.24

3.25

| T I=™sE | TCjf T (= = T | T

41.2

251

2.5.2

2.5.3

254

I T T T T

24.2

2.4.3

I

245

Ghi chi: H - Cao, M - Trung binh, L - Thép.

8.2 Ma trén nhat quan céc bai hoc cia hoc phan véi chuan dau ra hoc phan
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CPDR hoc phin

CDR'1 | CBR2 | CPR3 | CPR4 | CPR5 | CPR6 | CPR7 | CPRS8

Bai hoc

Chuong 1

Chuong 2

I
I
Chuong 3 I
Chuong 4 I | - - I - - I
Chuong 5 P P P P P - P -
Chuong 6 - P P P P P P P
Ghi chu: | - Giéi thiéu, P - Thanh thao; A - Nang cao.
8.3 Ma tran nhéat quan phuong phap danh gia véi chuan dau ra hoc phan
CPR hoc phan

CDR1 | CDBR2 | CDR3 | CDR4 | CDR5 | CDR6 | CDR7 | CDRS8

PP danh gia (*)

Bai kiém tra gittaky | X X X X

Bai tdp nhom X X X X X X X X
Thao luan tai 16p X X X X X
Thuc hanh X X X X X X X
Thi ty ludn X X X X X X

8.4 Ma tran nhat quan phuong phap giang day v6i chuan dau ra hoc phan

CPR hoc phan

CDR1 | CDR2 | CDR3 | CDR4 | CDR5 | CDR6 | CDR7 | CDRS

PP giang day (*

I. Giang day truc tiép

Giai thich cu thé

X
X
X

X
X
X

Thuyét giang

I1. Gidng day gian tiép

bit van dé va giai quyét

van dé

12



I11. Hoc trai nghiém
Thuc hanh X X X X
Thuc hién bai tap nhom X X X X X
Thao luan nhom X X X
V. Tu hoc
Gi4o vién giao bai tap vé
. X X X X X X X
nha
8.5 X4y dung ma tran tai liéu tham khao (TLTK) v6i chuan dau ra hoc phan
CPR hoc phan
CbR | CBR | CBR | CBR | CBR | CBR | CDBR | CBR Trang
1 2 3 4 5 6 7 8
TLTK
[1] Toan  bd
X X X X X X
TLTK
[2] Toan  bd
X X X X X X
TLTK
9. RUBRIC PANH GIA
9.1 Rubric danh gia chuyén can
Tiéu chi Ty lé Mtc chat lwong
Rat t6t Tot Pat  yéu | Khong dat | Biém
cau
10-8.5 8.4-7.0 6.9-5.0 49-0.0
Mirc @6 tham 80 Tham du Tham du 70 Tham du 50 Tham du 8
duy theo thoi >85/% buoi — 84% buoi —69% buoi <50% buoi
khoa biéu hoc hoc hoc hoc
Muc do tham 20 Nhiét tinh Co dat/ tra Co dat/ tra Khéng tham 2
gia cac hoat trao doi, 161 cau hoi 101 it nhat 1 gia thao
dong hoc tap phat biéu, >2 cdu hoi cau hoi luan, tra 1o1,
tra 101 cau dong gop
hoi, gop y
bai hoc.
9.2 Rubric danh gia k¥ nang thyc hanh
Tiéu chi Mo ti mire chat lwgng Diém
danh gia CDR | Trong Gioi Kha Trung binh Yeéu
0 10-8.5 84-70 6.9-5.0 49-00
Yéu cau thuc [CDRI, 20% |Str dung cac Cai dat thanh Quét hé théng  [Khong cai dat 2
hanh 1: Cac k¥ |CBR2, cong cu quét  [cong cac cdng  [thanh cong thanh cong cac
thuat khai thic |CpR8 hé thong cu, chua hifu  jhung khong  [cong cu quét
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va thu thap thanh thao, am  |hét dwoc hoat  |hiéu két qua hé thong
thong tin he hiéu vé co ché  |dong cua cac
thong. quét hé thong.  |cong cu
Y\éu cé.u thu(.: CDR1, | 20% Hidu duoc hoat Hjéu dqu(_)’C hoat Under_stand the |Chua hiéu A 2
hanh 2: Khai |cpR3, tono oia Virgs, [40Ng cua operation of dugc hoat dong
thac h¢ thong  |~ppg Tfoig an  |Troijan, Virus  [Troijan, Virus [cta Troijan va
jan, phan .
tich hanh vi va nhlAIng’chua but have not Virus
hidu 16 két qua p}A}an t{ch dugc [analyzed the
hoat dong ciia két qua. results.
\Virus, Troijan
Yéu cau thuc  |CPRI1 20% (Thuc hanh Thyc hanh thanh [Thuc hanh quét |Khong hoan 2
hanh 3: CPR2 thanh thao cdc  fthao cac k§ nang |hé théng nhung  [thanh bt cur
Cacky thuat  |~pRrg ky ndng quét quét hé thong  [chua hoan hang muc nao
tan cong hé CDRS hé thong, tan nhung chua phén thanh cua bai thuc
thong. cong ARP, tich thanh cong hanh
DNS. Phén
tich thanh
cong k¥ thuat
DOS va
DDOS
Yéu cau thuc  |[CPR1 20% [Phan tich cudc  [Phan tich Analysis of Khéng hoan 2
hanh 4: CPR2 tin cong vao duoc ky thuat  Web and SQL  [thanh bat ctr
Cacky thudt  |~pRg \Web Server. tan cong Web  [attack hang muc nao
tan cong hé CDRS Phan tich k¥ va SQL nhung  ftechniques but  cua bai thuc
thong. thuat SQL chua day du not fully hanh
Injection
Phan tich ky
thuat tan cong
mang khong
day
Yéu cauthuc |CDR1 | 20% [Thiét lap Cai dat thanh  |Cai dat twong  [Khong hoan 2
hanh 5: CPR2 thanh cong hé  |cong nhung lira thanh thanh bat ctr
Xay dyng mot CPR6 théng tuong chua thiét 1ap  [cong nhung hang muc nao
so giai phap co CPRS Iltra dé bao vé  |dling hoan chua thiét 1ap  [ctia bai thuc
ban phong thu thé thong toan chirc cac chirc nang  |hanh
hé thong. ning cua cuia tuong lira
tudng Ira
DPIEM TONG
.3 12.Rubric danh gia két qua dat chuan dau ra hoc phan/CTDT
Mirc Hiéu siu Hiéu cin k& Hiéu so bo Biét so sai Méi bat dau Piém
chéit
m 1 e
l'l '.' Multi | | Unistructural Fre:
Extended Abstract
10-85 84-7.0 6.9-5.0 49-35 3.4-0
Chuin Hiéu diy du cac | Hiéu kha day du | Hiéu dugc cac | Moi thiét 1ap Mdithu [1
ddura1 | thong tin can thiét. cac thong tin théng tin co duoc su lién nhan duoc
C6 thé khai quat can thiét va ban va thiét 1ap | hé giita mot mot sb it
hoa céc théng tin thiét 1ap duoc duoc méi lién s it thong tin théng tin
thu nhan, danh gia | mdi lién hé giita | hé so lugc giita duoc thu mang tinh
Chuan | V@ vén dung ching ching. ching. nhén. roirac.  [1
diu ra 2 | Vo cac tinh hudng
khac nhau, hoac
sang tao ra cai
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Chuén moi. 2
daura3
Chuin >
daura4
Chuin >
daurab
Chuin >
daura6

PIEM TONG 10

10. THONG TIN VE GIANG VIEN XAY DUNG PE CUONG CHI TIET HQC PHAN
(Ho tén, hoc ham, hoc vi)

Vii Minh Quan, Thac si
Email: quanvm@dlu.edu.vn
S4 dién thoai: 0965145780

TL. HIEU TRUONG TRUONG BQ MON GIANG VIEN SOAN
TRUONG KHOA
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