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BO GIAO DUC VA DAO TAO CONG HOA XA HQOI CHU NGHIA VIET NAM

TRUONG PAI HQC PA LAT

1.1. Ma sé hoc phin: 20CT3220 Tén hoc phin: Thiét ké mang

Poc 1ap — Tw do — Hanh phuc

PE CUONG CHI TIET HQC PHAN

THIET KE MANG
NETWORKING DESIGN
1. THONG TIN CHUNG VE HQC PHAN

1.2. 86 tin chi: 3 (2-0-1)
1.3. Thudc chwong trinh dao tao trinh do: Dai hoc, hinh thirc dao tao: Chinh quy

1.4. Loai hoc phan (bit buéc, tw chon): bit bugjc

1.5. Diéu kién tién quyét: Mang may tinh, Pinh tuyén mang.

1.6. Gio tin chi déi véi cdc hoat dpng:

- Nghe giang ly thuyét £ 25 tiét
- Thao luan nhom - 05 tiét
- Thyc hanh : 30 tiét
- Tu hoc : 30 gio
2. MUC TIEU/CPR CUA HQC PHAN
2.1. Muc tiéu ciia hoc phin
Muc tiéu Mo ta CDR cia CTDT | TDNL mong muon
KIEN THUC VA LAP LUAN NGANH
MTI1 Hiéurd kiéq trac mang doanh nghiép. Vén 1.3.5 3
dung cac kién 'Ehl'l’C dé thiet ke, trién khai,
van hanh hé thong mang doanh nghiép.
MT2 C6 kha nang cai dat va cau hinh cac giao 1.3.5 4
thire chuyén mach va dinh tuyén trong mé
hinh mang phan tang nhu VLAN, HSRP,
GLBP.
KY NANG
K¥ niang va pham chat ca nhan, nghe nghiép
MT3 C6 kha nang phan tich van d€ va lya chon | 2.1.1,2.1.2,2.1.3 4
giai phap trong viéc thiét k&, trién khai,
van hanh hé thong mang doanh nghiép.
MT4 Co kha nang nhan thtc va cap nhat kién | 2.4.5,2.5.4,2.5.7 3

thirc maéi trong vi€e thiet ke, cai dat va cau
hinh cac giao thtc chuyén mach va dinh
tuyén.




Ky ning mém

MTS5 C6 kha ning trinh bay bao cdo va thuyét | 3.1.1,3.1.2,3.1.3 4
trinh vé dé tai thiét ké, trién khai, van hanh
hé thdng mang.
THAI PO
MT6 C6 thai @6 ham hoc héi, y thiic hoc tap 242,2.4.6 4
nghiém tuc
2.2. Chuin dau ra hoc phian
Muc tiéu Chuan dau A on Chi dinh I, T, U
mén hoc (MT) | ra (CPR) M a2 CDR
MT1 CbR1 Hiéu duoc céac kién thirc vé thiét ké mang phan T
tang; nguyén tic thiét ké hé thong mang nhiéu
16p mang thong qua VLAN va nhitng van dé lién
quan dén cac cong nghé du phong trong hé thong
mang va kha ndng tranh lap.
CbR2 Niam ving kién thic va biét cach sir dung kién T
thirc dé thiét k& mot hé thong mang may tinh.
MT2 CDbR3 Biét cach cai dat va cau hinh cac giao thirc T
chuyén mach va dinh tuyén trong mé hinh mang
phan tang.
MT3 CDR4 C6 kha nang xéac dinh, phan tich yéu cau va lya U
chon giai phap dé thiét ké mot hé thong mang.
MT4 CbR5 C6 kha nang nhén thic kién thirc ctia ban than U
va cap nhat kién thirc méi trong viéc thiét ké mot
hé thong mang.
MTS5 CDbR6 C6 kha ning trinh bay béo cao dé tai, kha ning U
thuyét trinh va lam viéc theo nhom.
MT6 CbR7 Co6 thai d6 ham hoc hoi, y thirc hoc tap tot. U

3. TOM TAT NQI DUNG HQC PHAN

Hoc phan thiét ké mang 1 hoc phan bét budc trong khéi kién thirc chuyén nganh, cung

cap cho sinh vién kién thirc vé chuyén mach; phan tich, thi€t ké va trién khai ha tang mang

phan cap co6 tinh: san sang, tin cay, bao mat, chiu 10i cao. Bén canh dé6 con trang bi cho

sinh vién cac giai phap phan tich thiét ké va xay dung mét hé théng mang.

Bén canh d6, hoc phan con gitp sinh vién c6 k¥ ning nghién ciru, tong hop tai liéu,

trinh bay bao c4o va thuyét trinh; k¥ ning lam viéc theo nhom.

4. YEU CAU POI VOI NGUOI DAY VA NGUOI HQC

4.1 Yéu cau ddi véi nguoi day

e Noi dung, lich trinh gidng day, cic quy dinh ctia hoc phan va cia giang vién

phai dugc cong khai cho sinh vién vao buoi hoc dau tién. Moi thac mac hay dé

xut ctia sinh vién vé quy dinh ctia hoc phan phai dugc giai dap thoa dang. Sau

khi da cong bd nodi dung va thdng nhat cac quy dinh ciia hoc phan, giang vién

phai ap dung nhat quan, khong duoc thay doi trong sudt qué trinh giang day

hoc phén.




Trong truong hop bat kha khang phai thay dbi lich trinh giang day, giang vién
phai thong bao trudc cho sinh vién mot khoang thoi gian hop 1y va sap xép lich
day bu day du.

Céc thay ddi vé hoc vu, ndi dung, cac yéu cAu ctia hoc phﬁn (dac biét 1a cac ndi
dung c6 lién quan dén quyén loi cua sinh vién) déu phai bao céo va dugc Ban

chu nhiém Khoa thong qua trude khi bat dau giang day.

4.2 Yéu ciu d6i véi nguoi hoc
4.2.1 Quy dinh vé tham dv 16p hoc

Céc thiac méic va dé xuét cua sinh vién vé cac yéu cau ciia mon hoc phai dugc
dua ra vao budi hoc dau tién. Sau khi cac yéu cau ciia mon hoc va clia giang
vién da dugc cong khai va da duoc thong nhét, sinh vién phai tuyét dbi tuan tha
céc quy dinh ctia mon hoc va ciia giang vién dé ra trong sudt qua trinh hoc tap.
Sinh vién c6 trach nhiém tham dy day du cac budi hoc. Néu sinh vién vi 1y do
bat kha khang hodc hoan canh dic biét (vi du bi bénh,...) ma khong thé tuan
thi cac yéu cau ctia mon hoc va cua giang vién dé ra thi phai co don xin phép
va minh ching dé giang vién xem xét cac hinh thirc hd tro.

Sinh vién phai chuan bi k¥ bai trudc khi dén 16p theo yéu cau cia giang vién.
Céc sinh vién hoc lai bi tring gio ¢ thé lién hé véi giang vién dé c6 nhing sip

xép phu hop.

4.2.2 Quy dinh vé hanh vi 16p hoc

Hoc phan duoc thuc hién trén nguyén tic ton trong ngudi hoc va ngudi day.
Moi hanh vi 1am anh huéng dén qua trinh day va hoc déu bi nghiém cam.
Sinh vién phai tuan thi quy dinh cua Truong vé trang phuc.

Sinh vién phai di hoc dung gio quy dinh. Sinh vién di tré 15 phit sau khi bai
giang da bat dau s& khong dugc vao 16p.

Tuyét dbi khong lam 6n, gay anh huong dén ngudi khac trong qué trinh hoc.
Tuyét ddi khong dugc an uéng, nhai keo cao su, sir dung cac thiét bi nhu dién
thoai, may nghe nhac trong gio hoc.

May tinh xach tay, may tinh bang chi dugc thyc hién vao muc dich ghi chép
bai giang, tinh toan phuc vu bai giang, bai tap, tuyét ddi khong ding vao viéc
khéc.

4.2.3 Quy dinh vé hoc vu

Céac van d¢é lién quan dén xin bao luu diém, khiéu nai diém, cham phuc tra, ky
luat dugc thyc hién theo quy dinh ctia Truong. Sinh vién cé thé tham van
chuyén vién Khoa Cong nghé thong tin trong truong hop khong chic chan vé

thu tuc va mau biéu.



e Giai dap thic mic: sinh vién dugc khuyén khich gip va théo luan tryc tiép voi
giang vién phu trach mon hoc khi gap khé khin trong viée tham du hay tiép thu
ndi dung bai giang.

e Phan hdi cua sinh vién vé mén hoc: nhitng phan hoi gitip cai tién mon hoc luén
duoc khuyén khich. Trong qua trinh hoc, sinh vién c6 cac ¥ kién dong gop co
thé trinh bay tryc tiép vi giang vién hodc gian tiép thong qua dai dién cta 16p.

e Sinh vién phai 12 ngudi truc tiép thuc hién phan 16n cac cong viée duge yéu
cau. Nhitng hanh vi nhu nho nguoi khac 1am ho, sao chép bai (hodc mot phan
bai) ctia nguoi khac, hodc khong 1am bai ma van dimg tén trong tiéu luan nhom,
néu bi phét hién thi dugc x4c dinh 1a khong hoan thanh hoc phan va phai dang

ky hoc lai trong nam hoc ké tiép.



5.NQI DUNG CHI TIET HQC PHAN

Hinh thic t6 chire day hoc hoc

phﬁn
Bubi R Noi dung chinh gpucuicu Hoat dong day va hoc Lén l,(m SV t P’ Tong
Tén chwong CDR . Thao nghién
Ly N Thuc ,
thuyée | 1940 | papp | S0 OF
nhom hoc
Giang vién gié@ thié‘u v€ muc tiéu,
1.1 Mang hoi tu gitra ndi dung, chuan dau ra, phuong
voice, video va data phap danh gia, tai li€éu tham khdao
1.2 M6 td mang mon hoc.
2 CbRI, A Y B e T
chuyén mach trong CDR2 Giang vién gidi thi¢u vé hé ghong
Chuong 1 rVr;onlllllgh mang vua CDR3, gllla;lg Campus va céc van dé lién
Bubi 1 g;";;hleu 13 Gidi thich qua | Cpn e Sinh vién tu t6 chic nhém, biu| 3 0 4 4 7
Cémpus trinh truyén fram? CDR6, nhf)m truong va dang ky vaéi gidng
trong mang chuyén vién
CbR7 s T o TR
mach r Giang vién gidi thiéu ve cac cong
1.4 Khai niém vé ngh¢ chuyén mach trong mang
mién xung dot va Campus.
mién quang ba Sinh vién thuc hanh bai thyc hanh
sO 1.
2.1 Khoi tao cau Giang vién th}lyét giang vé cac noi
hinh cho thiét bi CDbRl, dung tr 2.1 dén 2.4
Chuong 2 Cisco Switch CbR2, Sinh vién tap trung nghe giang va
Khai niém 2.2 Cau hinh cac CDR3, thao luan theo nhoém.
2. chuyén mach | giao di¢n do cua CDR4, Sinh vién lam bai tap thuc hanh s6
Buoi 2 va mot s6 Switch o CDRS5, 2 = I 4 4 8
cau hinh co 2.3 Cac kiéu tan CDbR6,
ban cong bao mat trong | CBR7
moi truong chuyén
mach




2.4 Cau hinh tinh
nang Port Security
dé kiém soat truy
cap mang qua switch

3.1 Giai thich muc
dich cua VLAN
trong mang chuyén
mach.

3.2 Giai thich lam
thé nao switch van

Giang vién thuyét giang ndi dung tir
3.1 dén3.5.

Giang vién cho cidc nhom sinh vién
thao luan van dé: “Qua trinh chuyén
frame gitta cic VLAN”.

Sinh vién lam bai tap thuc hanh sd

chuyén frame dua gggé’ 3 va nQp bai cho gidng vién.
trén thong tin vé CDR3’
q Chuong 3 VLAN 7 CDR 4’
Buoi 3 | Mang LAN 3.3 Cau hinh cong CDRSQ
40 (VLAN) | Trunk trén switch ’
Tl i CDbR6,
3.4 Cau hinh giao
- . CbR7
thirc Dynamic
Trunking Protocol |
3.5 Khac phyc sy ¢6
cho VLAN va cau
hinh trunk trong moi
truong st dung
Switch
4.1 Vai tro quan Giang vién thuyét giang v& noi
trong khi trién khai dung trong phan 4.1 — 4.6
N CbR1, . T, ;
mang du phong Sinh vién thdo luan theo nhém: Cac
o , CbR2, o -
4.2 Hoat dong cua giai phap du phong trong mang
Chuong 4 . A CDbR3, il > -
. giao thtrc IEEE LAN. Giang vién nhan xét.
2. Kha nang du CDR4, i . N &
Buoi 4 phong trong 802.1D STP CDR5 Sinh vién lam bai tap s6 4 va ndp
mang LAN iﬁalll/[:ﬁ;acséli khac CDR6, bai cho gidng vién
180 | cpR7
thirc chay STP
4.4 Giai thich hoat

dong cua giao thuc




PVST+ trong moi
truong mang LAN
4.5 Giai thich hoat
dong cua giao thuc
Rapid PVST+ trong
moi truong mang
LAN

4.6 Khai niém vé
giao thuc du phong
HSRP va GLBP

5.1 Cau hinh dinh
tuyén giita cac
VLAN theo kiéu
truyén thong.

Gidng vién trinh bay cac ndi dung
thudc phan 5.1 dén 5.4

Sinh vién thao luan theo nhom: So
sach cac phuong phap dinh tuyén

52Ky thugtdinh | (DR VLAN, ,
tuyén gitra cac i Sinh vién lam bai tap s6 5 va ndp
Chuong 5 , CDR3, . > e
. X VLAN st dung bai cho giang vién.
2. - | Pinh tuyén 1 CDR4,
Buoi5 | . Router On Stick
gitra cac : ) CDRS,
5.3 Dinh tuyén gitra
VLAN . ] CDRe,
cac VLAN su dung
: CbR7
switch layer 3 y
5.4 Khac phuc su cO
lién’ quan dén dinh
tuyén gilra cac
VLAN
Chyio*ngf | 6.1 Phan hoach dia CBbRl, Glan vién trinh bay cac ndi dung
Thiét k€ mo chi IP cho md hinh CbR2, thudc phan 6.1-6.2
i hinh  mang man CDbR3, Sinh vién tién hanh thi gitra ky
Buoi 6 | Campus ang .z, .. | CDR4, Sinh vién lam bai tap s6 6 va ndp
6.2 Lua chon thiét bi .. A o
. £ n CDRS, bai cho gidng vién
dinh tuyén cho mo
hinh man R
ang CDR7
Budi 7 Chuong 6 | 6.3 Xay dung mé CbRI, Giang vién trinh bay cac ndi dung
Tiép theo | hinh mang c6 tinh dy | CDR2, thudc phan 6.3 — 6.4
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phong cao bang ciac | CDR3, Sinh vién thdo ludn theo nhom:
cong nghé da hoc CDbR4, Trinh nay céc giai phap bao mat
trong cac bai trudc CDRS, mang méi nhéat. Giang vién nhan
6.4 Biao mat chohé¢ | CPR6, xét va huéng dan.
thong mang Campus | CDR7 - Sinh vién lam bai tap sd 7 va nop
bai cho gidng vién
CPRI1, |- Sinh vién ndp bao cao va thuyét
. .- CDR2, trinh cac chuong trinh cia nhém
Trinh bay va demo - 0 ey
2. Béo cdo dd | thiét ké mang cho (FOR3, i Qlang S Phan ‘getAva gopy.
Buoi 8 | , n R : i CDbR4, - Sinh vién lam bai tap s6 8 va ndp 4 0 2 6 6
an mon hoc | mdt doanh nghiép X | 32
vira va nho CDRS, bai cho giang vién.
CDRe,
CbR7
Tong cong 25 5 30 60
Bai thuc hanh
Buoi Bai Noi dung chinh Muc tieu CPR | Hinh thirc té chirc 16p hoc
Budi 1 Bai 1: Chuyén mach trong mang |- St dung phan mém bat goi tin wireshark CPR1, CDR2, Thuc hanh tai phong may
Hol Campus. dé theo doi va bét goi tin. CbR7
N .. .. T . |- Sirdung Packet Tracer dé cau hinh cac cau . o )
Budi 2 Bai 2 : Cai da’t va cau hinh chuyén léph e Clsen S CDRI1, CbR2, Thyc hanh tai phong may
mach trén thiét bi Cisco Switch - Cau hinh tinh nang Port Security trén CDbR3, CBR7
switch.
- Cau hinh mdt mang VLAN #o. CPRI1, CPR2, o ,
Budi3 | Bai3: Mang LAN ao (VLAN) |- Cauhinh cong Trunk trén switch CDR3,CPRs, | "¢ hanhiaiphong may
- Cau hinh giao thitc Dynamic Trunking
Protocol CBR7
- Cau hinh giao thirc PVST+ trong méi CPR1, CPR2, e b tai ohe )
Budi 4 | Bai4: Dy phong trong mang LAN | ruongmang LAN CDR3,CHRs, | e nanh@iphongmay
- Cau hinh giao thttc Rapid PVST+ trong
moi truong mang LAN CDR7
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Céu hinh giao thirc du phong HSRP va
GLBP
Cau hinh dinh tuyén gitta cac VLAN theo
kiéu truyén théng.’ CbR1, CbR2,
Bubi 5 | Bai 5: Dinh tuyén giita cac VLAN Cau hinh dinh tuyCIggEtgE Ac VLAN sir CDR3, CDR4, Thuc hanh tai phong may
dung Router On Stick
Céu hinh dinh tuyén giita cic VLAN st~ | CPRS, CDR7
dung switch layer 3
B 6: Thiét ké mb hidh Phuong phap chia dia chi IP cho m6 hinh | CBR1, CDR2, Thue hinh tai ohe )
. ai 6: Thict ké mo6 hinh man Yo vd nhé uc hanh tai phong ma
Bubi 6 - ¥ : mang viavanho. . | cPR3, CBR4, ' H PRONE may
Campus (m6 hinh) Thiét k,e va cai dat mot mo hinh mang véi
céc thiét bi dinh tuyén phi hop CDRS, CDR7
L L o I \ i CbR1, CbR2,
.. | Bai 7: Thiét ké mé hinh mang bé xuat cac giai phap dy phong m6 hinh o ,
Buéi 7 .8 mang CDbR3, CDR4, Thyc hanh tai phong may
Campus (bao mat) g n Al
Béo mat cho h¢ thong mang CPR5, CDR7
L L iét ké va cai dit mot mo hi CDRI1, CDbR2, Thuc hanh tai phong ma
Thidt k& i ditva vanhinthanh || Loy caLOabgipEniiinh mAISSEC ' 3 phong may
. Xay dung cac giai phdp du phong va bao | CBR3. ChR4
Buoi 8 | cong mot mo hinh mang ¢ vira 4 5 thé ’ ’
g m¢ ang mflt trong’he Ehong. . | cprs, cprs,
va nhd To61 vu hoa téc do mang va céac giai phap
cong nghé khac. CDR7
6. TAI LIEU HQC TAP

[1] Cisco Network Academy, Giao trinh CCNA Routing & Switching. Cisco Systems, Inc.
[2] John Tiso (2015), Designing Cisco Network Service Architecture, 3rd Edition. Cisco Press
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7. PHUONG PHAP, HINH THUC KIEM TRA - PANH GIA KET QUA HQC
TAP HQC PHAN

7.1. Thang diém ddnh gid

Thang diém 10.

7.2. Kiém tra — danh gid qud trinh

C6 trong s6 14 50%, bao gém cac diém danh gia bo phan nhu sau:
Diém bai tap thuc hanh tai 16p: 10%.
Diém danh gia nhan thure va thai do tham gia thao luan, bai tap: 10%.

Diém giira ky: 15 %

Diém dd 4n nhom: 15%
7.3. Diém thi két thitc hoc phan
Diém thi két thic hoc phan co trong s6 12 50 %.
Hinh thtre thi : thyc hanh (thi trén may tinh)

7.4. Bing chi tiét danh gid hoc phan

Thanh phan | Hinh thirc dinh gia Thoi diém CPR hoc phin Ty 18 (%)
Bai tdp thdo luén tai 16p Tung budi hoc CDbR5, CBR6, CDR7 10%
Bai tap thuc hanh (Lab 1 — | ., 2. CbR1, CbR2, CBR3, J
7) Tungbudihoc | ~pp4 CHRS, CHRY S
Panh gia qua 2 21K 2. CbR1, CBbR2, CDR3, A
trinh Kiém tra gitra ky Buobi 6 CDR4, CDRS5 15%
i CbR1, CBbR2, CDR3,
Do an nhém Budi 8 CDR4, CDRS, CDRG6, 15%
CbR7
X Theo lich thi
Panh gia cuoi . . N CbR1, CBbR2, CDBR3, .
ky Thi thuc hanh 815 ]g};ong CDR4, CDR5 50%

8. XAY DUNG MATRIX, MAPPING DE THEO DOI TiNH NHAT QUAN VOI
CHUAN DAU RA

8.1 Ma tran nhat quan chuan dau ra cua hoc phan véi chuan dau ra chuong trinh dao

tao
CDR hoc phin CbR1 |CDBR2 | CBR3 |CbR4 |CBR5 |CbR6 | CBR7
CDR CTPT
1.3.5 H H H
2.1.1 H
2.1.2 H
2.1.3 H

12




245 H

254 H

2.5.7 H

3.1.1 H

3.1.2 H

3.13 H

242 H

2.4.6 H

L (Low) - thap; M (Medium) - trung binh; H (High) - cao

8.2 Ma tran nhat quan cac bai hoc ctia hoc phan véi chuan dau ra hoc phan

CPR hoc phin
CDR1 | CBR2 | CPR3 | CPR4 | CDR5 | CPR6 | CPR7

Chuong

Chuong 1 I I I I I I I
Chuong 2 I I I I I I I
Chuong 3 I I I I I I I
Chuong 4 I I I I P I I
Chuong 5 I I P P P P P
Chuong 6 P P P P P P P

1: gioi thiéu ; P-thanh thao, A-ndng cao

8.3 Ma tran nhat quan phuong phép danh gia voi chuan dau ra hoc phan

CPR hoc phin

CDbR1 | CBR2 | CDR3 | CDR4 | CDR5 | CPR6 | CPR7

PP dénh gi4 (*)

I. Panh gia qua trinh

Bai kiém tra giita ky e X X X X

Db an nhom X X X X X X X
Théo luan tai 16p X X X
Thyc hanh X X X X X X
IL. Panh gia dinh ky/cudi ky

Thi thuc hanh X X X X X

13



8.4 Ma tran nhat quan phuong phép giang day véi chuan dau ra hoc phan

CDR hoc phan
CDR1 | CBR2 | CPR3 | CPR4 | CDR5 | CPR6 | CBR7

PP giang day (**)
I. Giang day truec tiép
Giai thich cu thé X X X X X X
Thuyét giang X X X X X X
II. Giang day gian tiép
i);l[ ;gn de va giai quyét X < X X 2 X
I11. Hoc trai nghiém
Thyc hanh X X X X X X
Thyc hién d6 4n nhom X X X X X X
Thao luan nhom X X X X X X
IV. Tu hoc
Ontipvachuanbibaiméi | X X X X X X

8.5 Xay dyng ma tran tai liéu tham khao (TLTK) véi chudn ddu ra hoc phan

CDR hoc phin
CDR | CPR | CBR | CBR | CBR | CBR | CBR Tran
1 2 3 4 5 6 4 -
0 Toan bo
X | X | X | X | X
TLTK
5 Toan bo
X | X | X | X | X
TLTK
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9 THONG TIN VE GIANG VIEN XAY DUNG PE CUONG CHI TIET HQC
PHAN

Poan Minh Khué, Thac si
Email: khuedm@dlu.edu.vn

S6 dién thoai:

TL. HIEU TRUONG TRUONG BQO MON GIANG VIEN SOAN
TRUONG KHOA

DPoan Minh Khué
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