TRUONG PAI HOC PA LAT CONG HOA XA HOQI CHU NGHIA VIET NAM

KHOA CONG NGHE THONG TIN Péc 1ap — Tw do — Hanh phiic

CHUONG TRINH TRINH PQ PAI HQC
Nganh: Cong ngh¢ thong tin
CHUONG TRINH CHI TIET HQC PHAN
1. Tén hoc phﬁn: Bao mat mang
2. Mi s6 hoc phan: CT2204
3. Tén hoc phin bing tiéng Anh: Network Security
4. S tin chi: 3[2-1] Hoc phin tw chon hay bt budc: BB
5. Trinh d¢: cho sinh vién nam thu 4
6. Phan b6 thoi gian:
- Lén 16p: Ly thuyét: 30 tiét
- Bai tap, thuc hanh: 30 tiét
7. Piéu kién tién quyét (néu cé)
8. Muc tié¢u hoc phin:
e Cung cip cac kién thirc tdng quan vé bao mat, bao mat mang, bao mat trén
ha tang.
e Cung cép giai phap nhim gia cd bao mat cho cac hé théng mang va dich
vu mang.
e Cung cép kién thirc bao mat trén cac tng dung Web va cic Gng dung

thuong mai dién tir



9. M6 ta vin tit hoc phan:

Cung cap cho sinh vién kién thirc tong quan vé bao vé hé théng mang, kién thirc
vé ma hoa, ching thuc, xac thuc. Cac kién thirc trién khai hé théng tuong lta, hé
théng phat hién xam nhép, IPSec va VPN. Bao v¢ cac dich vu mang Web, FTP,
Mail

10. Nhiém vu cta sinh vién:
- Du lop
- Bai tap
11. Tai liéu tham khéo:
- Bai giang bao mat mang
- Syngress, Security Study Guide 2" Edition, 2007
- Wiley, Information Security Principles and Practice, 2006
12. Tiéu chuin danh gia sinh vién (ngoai qui dinh chung, néu c6):
- Du lop
- Thao luan
- Ly thuyét: 30%
- Thi cudi ky: 70%
13. Thang diém: 10
14. Nbi dung chi tiét :
Chuong 1: Access Control, Authentication va Auditing
1.1 Gidi thiéu
1.2 Access Control

1.3 Authentication



1.4 Auditing
Chuwong 2: Céc kiéu tin cong
2.1 Tan cong mang
2.2 Cac kiéu tin cong
2.3 Do tim diém yéu
2.4 Virus
Chuong 3: Truy cip tir xa va cac ing dung tin nhin
3.1 Giéi thi¢u
3.2 Remote Access Security
3.3 VPN
3.4 Bao mat E-mail
Chuong 4: Bao mat Wireless
4.1Gioi thiéu
4.2 Kién triic mang Wireless
4.3 Bao mat trén mang Wireless
Chuong 5: Bao mat dich vu Web
5.1 Gid6i thiéu
5.3 Bao mat Web
5.4 Bao mat FTP
Chuong 6: Thiét bi va méi truong truyén
6.1 Gidi thi¢u
6.2 Tuong ltra

6.3 Cac thiét bi khac



6.4 Moi truong truyén

Chuwong 7: So dd mang va hé thong phat hién xAm nhap (IDS)

7.1 Gidi thi¢u

7.2 So 6 mang

7.3 Phét hién xam nhap
Chuong 8: Gia ¢ hé thong

8.1 Gidi thi¢u

8.2 V4 16i

8.3 Gia cb ing dung
15. Céc thong tin vé hinh thirc hoc va lién lac véi gido vién:

Email, dién dan, blog

Da Lat, ngay 25 thang 12 nam 2007

Truéng Khoa Truwdédng b mon Giing vién
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Tran Thong



